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1 ·¹¸
ºK»½¼'¾À¿wÁ0Â½Ã'Ä0Å½Æ'ÇÉÈ~Ê.Ë%Ì0Í

, Î0Ï'Ð ¿wÑ0Ò½ÓÀÈ*Ô*Õ½Ö'×%Ø*Ù½Ú . Û0Ü , Ý'ÞÈK¼½¾[¿Kß¯à½á¯â%»äã~å[ÈKæ½çÉè0é
, ê½ë Ä¯ì¯íïîïð�ñóòóð¤ô Þ%õ%öø÷^ù¯ú½Î¯Ï È~û¯ü¯Åý

. þwÿ , ������� Á�����	�
 Ð
� æ0ç½Ä0Å
���½ô�� . ��� È ��� 	��0å���� ��� Ò¯Ó�����
, Î0Ï Ô��������0û½Ò½Ó��� �!�"#�*û ����$�� , %�&�'
(�)�*�+ , ,.-0/�10Î0Ï
��� Å ýÈ�2�3

. 4�5.6�% û87:9 , ;#<�=
>
?A@�B � � �'ÒóÓ���� � È ��� 	�� .
âC�.Ò%Ó��¯ß¯à

D
, Î0Ï�E Ô~â����AFHG�����I�J , K½ö¹÷ML 7ON�P�Q Î Ò½Ó�� . R �KÒ½Ó���S � Ö�T
U�V�WÈ�7X9

, Î½Ï�Y.Z È0[�\%× E P�V^]M_
`ÉÈ , a P
V^]�bX`ÉÈ0[�\ . þ~ÿ ,
â#�*Ò¯Ó��½ß½à D

c�d I.û½æ'ç
e ) È ��� 	���f�P¯ô0å�g�h .

2001 i , Li õ ü [1] j J ?8@ I & � �lk.m ¿.Ñ È
�½ÒÀÓl� �.�#'.n , o
'ln d#p�qå
,
á�r 1�s e , t × ?�uwvyx
z W
{�| . } » , Lin õ ü [2], Juang õ ü [3], Chang

Á
Lee[4],

Tsai[5] ?C@�BO~�> ]H�.È��KÒ½Ó�� ���
'�n . Û0Ü , %���'�n â����
��� Î0Ï��0Î È ID ���� È
,
Â��
��� Î0Ï
��� Èw× ö����
� . 2009 i , Liao

Á
Wang [6] ?C@�B I & � �����#���Á�� �

ID
È ���
'�n ,

��� B^Î½Ï È���� � , R�,#-0��� Ò¯Ó����
��[�\ ,
bX`�[�\¯Á��
�

[�\
. 4�5�6�% IC7O9 , Hsiang

Á
Shih[7] ?C@�B I.û%î�� '�n . � Ê Sood õ ü [8]

Á
Lee õü

[9] � @ Hsiang
Á

Shih
È '�n Â�����  vyx�¡�¢ [�\¯Á¯ô Þ [�\ .

º�£
, ¤'Ð ×C¥'È:Q Îß½à

, ?¦@
B0§�&�¨ q
© È �
� 	�� [10–15], %
� 	
�¦F E
ª�«#��� Á Ð
¬
­ �
® p ,
d�p 1

s�+ , R ×�| ?�u I � ô��ÉÈ~æ0ç
¯ � , °�±¦² æ0ç � Á�³ þ�´ æ0ç � . 4¦B:? e0æ0ç � , µ����¶�·�¸
¹ Î
� �*Ò¯Ó���� � D ��� 	
�[È c�d . 2013 i , Wang
Á

Ma[16] ?¦@ I & � �ºA»l¼ Ã�½�¾ Ð
� 7X9[È ��� 	
� , Rlo 	
�0Â����� ½Ò¯Ó����
��[�\¯Á
½½Ã vyx�¡�¢ [�\
[17]. Truong õ ü [18] ?A@ I & W '
n , o�'
nÀ¿ �
�8F�G�Á�ÂlI0ûÀº�Ã �
Ä�4¯Î¯Ï È vMx .
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Û0Ü , o�'�n ×
|��� �½0Ã vÕx�¡�¢ [�\½Á����X[�\ . Kumari
Á

Om[19] � Î RSA � � c�d
B I0û �
��'
n . Irshad õ ü [20] ?A@�B I & � � º ».¼ Ã��
¶%Á Ð
¬l­ �äÈ ����'�n ,

 
�¯Î GNY ��� ����� (�� æ½ç��� .

º�£
, Ying

Á
Nayak [21] ?A@�B I & � � 5G

¿KÑ¹È
º ».¼ Ã���¶ �
� 	�� . R Haq õ ü [22]

Ì�� o 	��¯×l|�!�"
��� Î¯Ï.��� È*× ö
����� ,

?C@�B I.û%î�� '�n ,
î�� '�n â ��� Á�����	�

���¦F , #�$�= × ��%'&�(�� � #�� .)�*

, Andola õ ü [23] ?¦@
B I & � ��+ |',0Á
� � ��� È���� �
��'�n , -�¬ N ?¦@È '�n½ö¹÷ �� �.'/1032ÉÈ:[�\ . Û0Ü , m ì��' ½Ì�� o�'�n
,.-0��� ½½Ã vyx�¡�¢ [�\ ,
Ò

Ó�������[�\
,
¥54KÂ��
��� Î0Ï ��� �¹÷M«
±¦² æ0ç � . 4�5�6'6'7 7O9 , s�8 c�d B I.û� � º¦»�¼ Ã���¶[È ��� ����	�
�	�� .

2 9;:=<;>

2.1 ?A@'BDC�E'F
G�H'I û½å ´�� p

Á
q, Fp � I.û�PAJLK , E � H h.â Fp 6 È º¦»�¼ Ã , G � E 6 È q�NM'O

. P�Q , R�>½ö¹÷ G @ º¦»�¼ Ã 6 È I ûTSVU 7X9 [24]:

(1)
º8»#¼ Ã�½�¾ Ðl� 709 (Elliptic curve discrete logarithm problem, ECDLP):

GWH
I û�X

P ∈ G, Q ∈ G,
Õ'Y � a ∈ Z∗q , ��Z Q = aP 1�[ .

(2)
º »À¼ Ã d8p � Diffie \ Hellman

7�9
(Elliptic curve computational Diffie \

Hellman problem, ECDHP):
G]H

P ∈ G, aP ∈ G, bP ∈ G (a, b ∈ Z∗q �
º�Ã � ),

d¦p
abP ∈ G.

2.2 ^�_�`�a�bâ
� ��+ |�,½Á vMx È �
� 	��AF , 4 ��� vMx
s�c ] ¿:z W ,
Ä�dóÔ��0â + |�,AF^ár�P�� vMx ÈKæ½ç #
� ,

V�e ¢¯Î¯Ï�%�f vMx���g "�h . Û¯Ü , %
&
' �lU�V B W¹ÈKæ¯çÀ79
, °�i�+ |',�j�k ,

	
� ,#-0��� ½½Ã vMx�¡
¢ [�\ . 4�5l6�% I¦7X9 , öä÷ml¯Î�n�o�p���
( fuzzy-verifier )[25].� c

Ai �^vMx�p
��#
� , q Ai r î 4 Ai mod n, s F 24 ≤ n ≤ 28. °�i¯ê½ë�t ��u
Ai

F ¡�¢^vyx , q T Z�v |DID| ∗ |DPW |

n

û ö |ïÈ (ID∗i , PW ∗

i ), ~
>�w�x�y A∗i = Ai, s F
|DID|, |DPW |

�'z'{�| Î0Ï
��� Á vÕx È5}�~L� n . þwÿ , ê'ë Â���h H !�"ïÈ (IDi, PW i),

ö¹÷ P ) �� �½0Ã vÕx�¡�¢ [�\ .

3 Andola ���1�=�����A�
Andola õ ü [23]

ÈV��� ª�«�� û #�$�' :
���AFHG

RC,
Ò½Ó��

Sj

Á Î0Ï Ui. RC
Á úS �'� ��� x

Á��
� #�� y,
d�p

h(y), h(x||y), Û £ q
% I û #�� Ä½ì%æ½ç���������� Sj ,

Sj ���'�����'� .�����
4 ���N���'� :  �¡��N� , ¢'£��N� , ¤�¥��N��¦=§©¨�ª'«��N� . ¬®­�¯'°�±�² :

3.1 ³'´�µN¶
·�¸

Ui ¹�º�»'¼ �'½�¾  �¡�¿DÀ RC ÁÃÂ' �¡ , º'Ä ±�² :

¯�° 1.
·�¸

Ui Å�Æ�Ç�È IDi, §Ã¨ PW i, ÉËÊTÌNÍ�Î b. Ï�Ð RPW i = h(b ⊕ PW i),
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Õ�Ö ��×�Ø {IDi, RPW i} ¹�º�»'¼ �'½��®��� RC.

¯1° 2.  ;¡Ù¿TÀ RC Ú1Û ×ÜØ Ö , Å=ÆÜÝ ��ÌTÍ=Î Zi, ÏÜÐ Ai = h(x||IDi),

Bi = Zi ⊕ IDi ⊕ RPW i, Ci = h(RPW i||IDi||Zi) ⊕ Bi, Ei = h(h(x||y)||Ai) ⊕ Zi. �
{Ai, Bi, Ci, Ei, h(y), h(·)} Þ5ß�à�á®â SCi ¿ , ã � SCi ¹�º�»'¼ �'½��®��� Ui.

¯'° 3. Ui � b ��ä Û�à�á®âT¿ .

3.2 å�æ�µN¶
¢'£��N��ç�è�±�² 3 ��¯'° :

¯'° 1. é ·�¸ Ui ¢'£'ê�ë'ì Sj í , � à�á®â SCi î ß�ï�â®Í�ã®ð'ß IDi, PW i, ÉÃÊ
Sj ñDÇ®È SIDj .

¯'° 2. SCi Ï�Ð Zi = IDi ⊕ h(b⊕ PW i)⊕ Bi, C ′i = h(h(b⊕ PW i)||IDi||Zi)⊕ Bi,
Õ

Ö�ò�ó
C ′i

?
= Ci. ±�ô�õ'ö�÷ , ø'ù�ú'û .

¯ü° 3. SCi Å;Æ ÌAÍ;Î Ni, Ï=Ð Pij = h(Ni||h(y)||SIDj) ⊕ Ai, CIDi = Ei ⊕

h(Ni||SIDj ||Ai), M1 = h(Zi||Ni||Ei), M2 = Ni ⊕ h(SIDj ||h(y)).
ÕTÖ ¹Tº�ýWþ �A½ �

×�Ø {Pij , CIDi, M1, M2}
�®��� ê�ë'ì Sj.

3.3 ÿ������
¤�¥��N��ç�è�±�² 4 ��¯'° :

¯�° 1. é�Ú�Û�¢�£�Â�� {Pij , CIDi, M1,M2}
Ö

, Sj ÏAÐ Ni = M2 ⊕ h(SIDj ||h(y)),

Ai = h(Ni||h(y)||SIDj) ⊕ Pij , Ei = CIDi ⊕ h(Ni||SIDj ||Ai), Z ′i = h(h(x||y)||Ai) ⊕ Ei,

M ′

1 = h(Z ′i||Ni||Ei),
Õ�Ö�ò�ó

M ′

1
?
= M1. ±�ô�õ'ö�÷ , ø'ù�ú'û .

¯'° 2. Sj Å�Æ ÌDÍ�Î Nj , Ï�Ð M3 = h(Z ′i||Ni||SIDj ||CIDi), M4 = Ni ⊕Nj ⊕ Ai.
Õ

Ö ¹�º�ý®þ �'½ ��×�Ø {M3, M4}
�®��� ·�¸

Ui.

¯'° 3. Ui Ú'Û ×�Ø {M3, M4}
Ö

, Ï�Ð Nj = M4⊕Ai⊕Ni, M ′

3 = h(Zi||Ni||SIDj ||CIDi),Õ�Ö�òWó
M ′

3
?
= M3. ±�ô�õ�ö�÷ , ø�ù�ú�û . ±�ô�ö�÷ , Ï�Ð M5 = h(Zi||Nj ||SIDj ||CIDi),

ø'ù �	� SK = h(Zi||SIDj ||Ni||Nj ||CIDi),
Õ�Ö ¹�º�ý®þ �'½ ��×�Ø {M5}

�®���
Sj .

¯'° 4. Sj Ú'Û ×�Ø {M5}
Ö

, Ï�Ð M ′

5 = h(Z ′i||Nj ||SIDj ||CIDi),
Õ�Ö�ò�ó

M ′

5
?
= M5.

±]ô]õTö]÷ , øTùüúTû . ±]ôTö]÷ , Sj ¦ Ui 
���
 ö��A¤]¥1ã������ þ��Tñ øTù ���
SK = h(Z ′i||SIDj ||Ni||Nj ||CIDi).

3.4 ��������µN¶
±�ô ·�¸ Ui �	�®� §©¨ PW i � � è PW new

i í , !�"�±�² º'Ä :

¯'° 1.
·�¸ � à�á®â SCi î ß�ï�â®Í , ð'ß IDi, PW i.

¯'° 2. SCi Ï�Ð Zi = IDi ⊕ h(b⊕ PW i)⊕ Bi, C∗i = h(h(b⊕ PW i)||IDi||Zi)⊕Bi,
Õ

Ö�ò�ó
C∗i

?
= Ci. ±�ô'ö�÷ , #	$ ·�¸ ð'ß�«=§©¨ PW new

i .

¯�° 3. SCi ÅWÆAÝ ��« ñ Ì'ÍWÎ bnew, ÏAÐ RPW new
i = h(bnew ⊕ PW new

i ), Bnew
i =

Zi⊕ IDi⊕RPW new
i , Cnew

i = h(RPW new
i ||IDi||Zi)⊕Bnew

i .
Õ�Ö

, SCi

·
Bnew

i , Cnew
i , bnew%'& â�( ñ Bi, Ci, b.

4 Andola )�*,+.-0/214345�6
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4.1 Y[Z,���	\	]�^`_
a�b�ced

A füÛ 
 ·]¸ Ui ñ à�áAâ , ¹]ºeg �T½4hei�j É�#�k]âl( ñ��ü� � Ø
{Bi, Ci, h(·), b}. m�n A

j É �`o�p	q §©¨	r	s	t`u , v�Û ·�¸ ñ §©¨ PW i, ¬®­ º'Ä ±�² :

¯'° 1. A w ·�¸ Ç®Èyxyz DID ¦=§©¨ xyz DPW ¿{r	s (ID∗i , PW ∗

i ).

¯'° 2. A Ï�Ð RPW ∗

i = h(b⊕PW ∗

i ), Z∗i = Bi⊕ID∗i⊕RPW ∗

i , C∗i = h(RPW ∗

i ||ID∗i ||Z
∗

i )

⊕ Bi.

¯'° 3. A |�} C∗i
?
= Ci. ~�ö�÷ , � A r	s ñ (ID∗i , PW ∗

i ) ��� . �`� , �	��¯'° 1.

4.2 ���	�`�`��^`_
a byc�d

A fWÛ 
 ·�¸ Ui ñ à�á�â�ã�# k�â2( ñD���y�AØ {Ai, Bi, Ci, h(y), h(·), b},

�5í , A �	� Ui

�®��� ê�ë'ì Sj ñ ¢'£ ��Ø {CIDi, M2}. m�n A
j É �`o ê�ë'ì`���	t

u ,
a�� Ý �	�	� ñ ê�ë'ì . ¬®­ º'Ä ±�² :

¯ü° 1.
�

4.1 � j,� , A
j É ¹1º p,q §®¨2r2s2t,u.vÜÛ ·;¸ ñTÇüÈ ¦ §'¨

(IDi, PW i), w`� j ÉÃÏ�Ð�� RPW i = h(b⊕ PW i), Zi = Bi ⊕ IDi ⊕RPW i.

¯'° 2. A Å k�ÌDÍ�Î N ∗j , Ï�Ð Ni = M2⊕h(SIDj ||h(y)), M ∗

3 = h(Zi||Ni||SIDj ||CIDi),

M∗

4 = Ni ⊕N∗j ⊕Ai.
Õ�Ö

A ��×�Ø {M ∗

3 , M∗

4 }
�®��� ·�¸

Ui.

¯�° 3. Ui Ï�Ð M ′

3, � ø�v�Û M ′

3 = M∗

3 . �[� , Ui ¦ A �y��� Ý � þ4��ñ ø�ù �y�
SK = h(Zi||SIDj ||Ni||N

∗

j ||CIDi).

4.3 ���	���'�
a�b	c`d

A � Ý ����� ·�¸ ,
j É #�k.¡�¢Và�á'â]¿ ñ¤£ Î h(y). �5í A

j É{¥�¦®Û·�¸
Ui

�®��� ê�ë'ì Sj ñ ¢'£ ��Ø {Pij , M2}. §üÉ ,
j ÉÃÏ�Ð�� Ni = M2⊕h(SIDj ||h(y)),

Ai = h(Ni||h(y)||SIDj) ⊕ Pij . �Nè Ai = h(x||IDi), � Ý � ¨ ·�¸ Ç�È IDi öy© ñ�ª'«	£
Î ,
j É ¬	­ Ui ñ{®4¯ "�è . �¤� ,

·�¸y°�±	²�³	´
.

4.4 µe¶'·'¸	� ¹�º
aeb�c�d

A
j É'w�����êTëAì�¿	»�ve¼e½�¾ � h(y) ¦ h(x||y), ��í A

j É�¥�¦
Û ·A¸ Ui

���T� êTëWì Sj ñ ¢W£ ��Ø {Pij , CIDi, M2} ÉDÊ Sj

���T�
Ui ñy¿�ÀT×]Ø

{M4}. m4n , A
j ÉNÏüÐ�� Ni = M2 ⊕ h(SIDj ||h(y)), Ai = h(Ni||h(y)||SIDj) ⊕ Pij ,

Ei = CIDi ⊕ h(Ni||SIDj ||Ai), Zi = h(h(x||y)||Ai)⊕Ei, Nj = M4 ⊕Ai⊕Ni. �¤� , A
j É

»`v�ø'ù �	� SK = h(Zi||SIDj ||Ni||Nj ||CIDi). �¤� , Á	� 
���Â ¾ »'¼ ² .

5 Ã�Ä�Å.Æ
Ç	È�É�Ê

[23] ñD»�¼�Ë�Ì , Í É�b Ï 
DÝ`Î�Ï Ð	Ñ4Ò�Ó q ��Ôüñ ¤�¥ ��� �y�	� � , ÕÖ  �¡�¿DÀ RC, ê�ë'ì Sj ,
·�¸

Ui × � £ ¨�Ø . ÉV²��	Ù`Ú�¯'° :

5.1 Û�Ü	Ý�Þ	ß�µN¶
RC à�á`â Fp ã®Å�Æ�Ý � Ñ�ÒyÓ q E, P � E ã �®è q ñ¤ä �	å . RC Å k`¾ � x, æ¾[ç[è�é Î h : {a, b}∗ → Z∗q , ¦	ê�Î n, � ¿ 24 ≤ n ≤ 28. RC ��£ Î {E,P, h(·), n} ý�ë .

5.2 ���	��³'´�µN¶
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ê�ë'ì Sj ¹�º�»'¼	� ½�¾  �¡�¿DÀ RC ÁÃÂ' �¡ , ��º'Ä ±eì 1 §	$ .

¯'° 1. ê�ë'ì Sj Å�Æ�Ç®È SIDj ,
Õ�Ö ��×�Ø {SIDj} ¹�º�»'¼	� ½��®��� RC.

¯'° 2.  �¡�¿DÀ RC Ú'Û ×�Ø Ö , |�} h(SIDj ||x) ��� � à Ð�Ç®È`í ¥	î Γ1 ¿ . ±�ô
� à , RC ï ð Sj ñ  �¡�Ây� , � � Sj #�ñ�« ñNÇ�È�òyó . ��� , RC Å�Æ�Ý �AÌNÍ�Î rj ,

Ï�Ð Sj ñ ¾ � xj = h(SIDj ||x||rj), ý`� Qj = xjP .
Õ�Ö

, ô {h(SIDj ||x)} ��ä Û'ê�ë�ì
Ç®È`í ¥	î Γ1 ¿ , ý�ë	£ Î {SIDj , Qj}. õ Ö , � {xj} ¹�º�»'¼	� ½��®��� Sj .

¯'° 3. Sj �����'� xj .

ö
1: ÷'øyù�ú[û�ü�ý'þ�ÿ��������

5.3 �	��³'´�µN¶
·�¸

Ui ¹�º�»'¼	� ½�¾  �¡�¿DÀ RC ÁÃÂ' �¡ , ��º'Ä ±eì 2 §	$ .

¯�° 1.
·�¸

Ui Å�Æ�Ç'È IDi, § ¨ PW i, ÉmÊAÌ5Í�Î b. Ï�Ð RPW i = h(PW i||b),
Õ

Ö ��×�Ø {IDi, RPW i} ¹�º�»'¼	� ½��®��� RC.

¯�° 2.  �¡=¿'À RC Ú�Û ×AØ Ö , |�} h(IDi||x) ��� � à ÐWÇ�Èyí ¥ î Γ2 ¿ . ±
ô � à , RC ï�ð Ui ñ  �¡�Â � , � � Ui #�ñ�« ñ®Ç�Èyò ó . ��� , RC Å�ÆWÝ �TÌ®Í�Î
ri, ÏWÐ Ui ñ ¾ � xi = h(IDi||x||ri), ý�� Qi = xiP , Ai = h((h(IDi) ⊕ RPW i) mod n),

Bi = xi ⊕ RPW i. RC ô {h(IDi||x), Ti = 1} ��ä Û ·�¸ Ç�Èyí ¥ î Γ2 ¿ , � ¿ Ti = 1

��

� ·�¸ Ui �  �¡ º�Ý�� ã��Wà�á�â�� Ð�������� .
Õ�Ö

, RC ý	ë�£ Î {IDi, Qi}, �
{Ai, Bi, n, h(·)} Þ5ß�à�á®â SCi ¿ , ã � SCi ¹�º�»'¼	� ½��®��� Ui.

¯'° 3. Ui Ú'Û�à�á®â SCi

Ö
, Ï�Ð b̃ = b⊕ (h(IDi||PW i) mod n),

Õ�Ö � b̃ ��ä Û�à
á®â SCi ¿ .

ö
2: ÷'øyù�ú[û�ü������������

5.4 å�æ�µN¶
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ì 3 ��� 
 Ø� ñ ¢'£�¨N¤�¥��N� . ¢'£��N��ç�è�±�² 3 ��¯'° :

¯�° 1. é ·�¸ Ui ¢�£�ê�ë�ì Sj í , � à�á�â SCi î ß�ï�â�ÍAã�ð�ß IDi, PW i ¦
SIDj .

¯'° 2. SCi Ï�Ð b = b̃⊕(h(IDi||PW i) mod n), RPW ∗

i = h(PW i||b), A∗i = h((h(IDi)⊕

RPW ∗

i ) mod n),
Õ�Ö�ò�ó

A∗i
?
= Ai. ±�ô�õ'ö�÷ , ø'ù�ú'û .

¯W° 3. SCi ÅTÆ"! �üÌ�ÍTÎ ai, bi, Ï]Ð xi = Bi ⊕ RPW i, Ci = aiP = (Cx, Cy),

Dij = aiQj , Ei = xih(IDi) + aiCx mod q, Fi = biP , CIDi = (IDi||Ei)⊕ h(Dij).
Õ�Ö ¹�º

ý®þ	� ½ ��×�Ø {Ci, Fi, CIDi}
�®��� ê�ë'ì Sj.

5.5 #
$�µN¶
¤�¥��N��ç�è�±�² 4 ��¯'° :

¯�° 1. é]Ú�Ûü¢�£�Â,� {Ci, Fi, CIDi}
Ö

, Sj Ï;Ð Dji = xjCi, (Cx, Cy) = Ci,

IDi||Ei = CIDi ⊕ h(Dji),
Õ�Ö�ò�ó

EiP
?
= Qih(IDi) + CxCi. ±�ô�õ'ö�÷ , ø'ù�ú'û .

¯�° 2. Sj ÅWÆ Ì'ÍWÎ dj, ÏAÐ Hj = djP , Kji = djFi, ø�ù � � SK = h(Kji||Ei),

Lj = h(SK||Dji||Fi).
Õ�Ö ¹�º�ý®þ	� ½ ��×�Ø {Hj, Lj}

�®��� ·�¸
Ui.

ö
3: ÷'øyù�ú[û�ü&%�'	(*)�+
���

¯'° 3. Ui Ú'Û ×�Ø {Hj , Lj}
Ö

, Ï�Ð Kij = biHj, SK = h(Kij ||Ei), L∗j = h(SK||Dij ||

Fi),
Õ�Ö�ò�ó

L∗j
?
= Lj. ±�ô�õ�ö�÷ , ø�ù�ú�û . ±�ô�ö�÷ , Ï�Ð Ni = h(Dij ||SK||Hj),

Õ�Ö
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¹�º�ý®þ	� ½ ��×�Ø {Ni}
�®��� ê�ë'ì Sj .

¯�° 4. Sj Ú�Û ×�Ø {Ni}
Ö

, Ï�Ð N∗i = h(Dji||SK||Hj),
Õ�Ö�òWó

N∗i
?
= Ni. ±�ô�õ

ö�÷ , ø'ù�ú'û . ±�ô'ö�÷ , Sj ¦ Ui 
���
 ö��®¤�¥�ã������ þ���ñ ø�ù ��� SK.

5.6 ��������µN¶
±�ô ·�¸ Ui �	�®� §©¨ PW i � � è PW new

i í , !�"�±�² º'Ä :

¯'° 1.
·�¸ � à�á®â SCi î ß�ï�â®Í , ð'ß IDi, PW i.

¯ü° 2. SCi Ï=Ð b∗ = b̃ ⊕ (h(IDi||PW i) mod n), RPW ∗

i = h(PW i||b
∗), A∗i =

h((h(IDi)⊕RPW ∗

i ) mod n),
Õ�Ö�ò�ó

A∗i
?
= Ai. ±�ô'ö�÷ , #	$ ·�¸ ð'ß�«=§©¨ PW new

i .

¯W° 3. SCi ÅTÆ]Ý �A« ñ Ì�ÍTÎ bnew, Ï]Ð RPW new
i = h(PW new

i ||bnew), Anew
i =

h((h(IDi)⊕RPW new
i ) mod n), Bnew

i = Bi⊕RPW ∗

i⊕RPW new
i , b̃new = bnew⊕(h(IDi||RPW new

i

mod n).
Õ�Ö

, SCi

·
Anew

i , Bnew
i , b̃new

%'& â�( ñ Ai, Bi, b̃.

5.7 ,
-	.
/�0�1�2���³'´�µN¶
é ·�¸ Ui ñ à�á®â�3 ³
4	5�6 í , Ui

j É87�9�à�á®â�ã
: · �DÝ�Ç'È IDi ; «
<�"® 
¡ .

à�à�á'â
7�9��®� ,
·�¸�= � ¾  �¡ü¿NÀ RC #�>® �9;ÁmÂ�¦ Ç'È�? ¥ . RC Ú�ÛüÁmÂÖ

, ª'« í ¥	î Γ2 ¿ ñ Î
@ {h(IDi||x), Ti = 0}, � ¿ Ti = 0 ��
A� ·�¸ Ui

5 7�9 , à�á®â
� Ð�B	���
��� .

±Aô Ui ��� : · Ç�È IDi ; «W A¡ ,
= � ¾  A¡�¿�À RC #C> ; «W A¡�ÁDÂA¦ Ç

È"? ¥ . RC ÚWÛ�ÁDÂ Ö , DCE ·A¸  A¡ü��� ñ ¯W°�<�"� A¡ , ªW« í ¥�î Γ2 ¿ ñ Î�@
{h(IDi||x), Ti = Ti + 1}, ý�ë ·�¸ « ñDý��	��Ø {IDi, Q

new
i }, ã	� � Ui F � Ý ��« ñ à�á

â .

6 +.-0/2143HGJILKNMOGJPOILK

6.1 BAN Q�R
S�$
Í É�T · BAN U�V [26]

È � � <y"�W�X
Y »�¼ ç�Z . î 1 è BAN U�V ñ Ï Í�[�\�¨]�^
, î 2 è BAN U�V ñ�_�`
a � .

Í É Ø� ñ ¬®­�ç
Z º'Ä ±�²�§	$ :

(1) � �	b�c ñ*`	� Y
×�Ø 1. Ui → Sj : {IDi, {IDi, ai, Ci}xi

}
Ui

Dij
←→Sj

, Ci, Fi

×�Ø 2. Sj → Ui: {Ui
SK
←→ Sj , Fi}

Ui

Dij
←→Sj

, Hj

×�Ø 3. Ui → Sj : {Ui
SK
←→ Sj , Hj}

Ui

Dij
←→Sj

(2) »'¼JdSò
dSò 1. Ui| ≡ Sj | ≡ (Ui

SK
←→ Sj)

dSò 2. Ui| ≡ (Ui
SK
←→ Sj)

dSò 3. Sj| ≡ Ui| ≡ (Ui
SK
←→ Sj)

dSò 4. Sj| ≡ (Ui
SK
←→ Sj)
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e
1 BAN fAg�ü8hAi�j	k�(�lAmn8o p8q

P, Q r8sutwv*xzy|{
X, Y }8~��8�
K �8�

(X, Y ) X s Y xz�|�
P | ≡ X P �wv X �8�
P / X P �|�w}8~ X

P | ∼ X P �|�8�8}8~ X

P | ⇒ X P � X �w�8�|�
](X) X �w�|�*x

P
K
←→ Q P s Q �w�w�8� K

{X}K � �8� K �w� X

e
2 BAN fAg�ü8�A���A�

�8� p8q
}8~ p8qw�8� P |≡P

K
←→Q,P/{X}K
P |≡Q|∼X |¡�¢w£w¤8�8�

P |≡](X),P |≡Q|∼X

P |≡Q|≡X¥u¦ � �8� P |≡Q|⇒(X),P |≡Q|≡X

P |≡X

�|�8§ �8� P |≡](X)
P |≡](X,Y )

vw¨ �8� P |≡Q|≡(X,Y )
P |≡Q|≡X

(3) ©�ª�Y a�ba�b
1. Ui| ≡ ](bi)a�b
2. Sj| ≡ ](dj)a�b
3. Ui| ≡ (Ui

Dij

←→ Sj)a�b
4. Sj| ≡ (Ui

Dij

←→ Sj)a�b
5. Ui| ≡ Sj | ⇒ (Ui

SK
←→ Sj)a�b

6. Sj| ≡ Ui| ⇒ (Ui
SK
←→ Sj)

(4) ¥L« º'Ä
¯'° 1. ¬
@ ×�Ø 2 ­ : Ui / {Ui

SK
←→ Sj, Fi}

Ui

Dij
←→Sj

.

¯'° 2. ¬
@�¯'° 1,
a�b

3 ¦ ×�Ø ]�^ a �
­ : Ui| ≡ Sj | ∼ (Ui
SK
←→ Sj , Fi).

¯'° 3. ¬
@ a�b 1 ¦�«
® ² a �
­ : Ui| ≡ ](Ui
SK
←→ Sj , Fi).

¯'° 4. ¬
@�¯'° 2, ¯'° 3 ¦�¯ í�°�±`í�a �
­ : Ui| ≡ Sj | ≡ (Ui
SK
←→ Sj , Fi).

¯'° 5. ¬
@�¯'° 4 ¦ �
²�a �
­ : Ui| ≡ Sj | ≡ (Ui
SK
←→ Sj), w`� dSò 1 v'¥ .

¯'° 6. ¬
@�¯'° 5,
a�b

5 ¦�³	´
µ a �
­ : Ui| ≡ (Ui
SK
←→ Sj), w`� dSò 2 v'¥ .

¯'° 7. ¬
@ ×�Ø 3 ­ : Sj / {Ui
SK
←→ Sj, Hj}

Ui

Dij
←→Sj

.

¯'° 8. ¬
@�¯'° 7,
a�b

4 ¦ ×�Ø ]�^ a �
­ : Sj | ≡ Ui| ∼ (Ui
SK
←→ Sj , Hj).

¯'° 9. ¬
@ a�b 2 ¦�«
® ² a �
­ : Sj | ≡ ](Ui
SK
←→ Sj, Hj).

¯'° 10. ¬
@�¯'° 8, ¯'° 9 ¦�¯ í�°�±`í�a �
­ : Sj | ≡ Ui| ≡ (Ui
SK
←→ Sj, Hj).
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¯'° 11. ¬
@�¯'° 10 ¦ �
²�a �
­ : Sj | ≡ Ui| ≡ (Ui
SK
←→ Sj), w`� dSò 3 v'¥ .

¯'° 12. ¬
@�¯'° 11,
a�b

6 ¦�³	´
µ a �
­ : Sj | ≡ (Ui
SK
←→ Sj), w`� dSò 4 v'¥ .

6.2 ¶
·�¸`ßy·'¸�¹Aº
(1) ö��®¤�¥y¨ �	� ���
à�¤�¥ º�Ä ¿ , ê�ë�ì Sj ¹�º |�} EiP

?
= Qih(IDi) + CxCi, » í ¥ ·�¸ Ui Ç'È]ñ �

� ² .
� Ð Ei � � Ui ñ ¾ � xi ä � ñ�¼ ± , ÏyÐ ECDLP ¯¾½ ��õ j
¿ ñ , � ­���� ·�¸À á ä �y�`� ¼ ± ¹�º ê�ë�ì ñ ¤�¥ .

·�¸
Ui ¹�º |�} L∗j

?
= Lj, » í ¥ Sj Ç'È]ñ ��� ² .Á 
	ã , Lj = h(SK||aixjP ||Fi), � ­ ·�¸ Ui ¦�Â�­�¾ � xj ñ ê�ë�ì À áNÏ�Ð������ ñ¤í

¥ ×�Ø Lj. �¤� , Í É Ø� 
���
 ·�¸ ¦�ê�ë�ì ñ ö��®¤�¥ . Ã Ý Ø�Ä , Ui ¦ Sj þ�� �����
Ý ��ø'ù �	� SK = h(Kij ||Ei).

� Ð Kij = biHj = djFi, Ï�Ð ECDHP ¯&½ ��õ j	¿ ñ , �
¥�ø'ù �	�Tñ ��� ² .

(2)
·�¸y°�±	²

à�¢'£'¦'¤�¥��N� ,
c`d�j É{¥�¦5ø'ù ��Ø , � ¿ , ¨ ·�¸ Ç®È ö�© ñL×�Ø ­ : CIDi, Lj ,

Ni. Lj ¦ Ni Å Û	æ ¾'ç'è�é Î ñL��Æ , Á���w]¿ v�Û IDi. � CIDi = (IDi||Ei) ⊕ h(Dij)

� Dij = aixjP ,
� Ð ECDHP ¯�½ ��õ j�¿ ñ ,

c�d Á�� ¹�º aiP ¦ xjP Ï�Ð�� Dij . �
� , õ�á ¿ � IDi. Ã Ý Ø�Ä , CIDi, Lj ¦ Ni ¿�­WÌ5Í�Î ai, bi, dj £ ¨
Ç�Ð , ¬�­�È � ² ,

Á	� ò�ó !�� ø'ù���� � �LÝ ·�¸�É o ,
j É 
�� ·�¸ Ç®ÈTñ õ j ¬	­ .

(3) Â ¾ »'¼ ²·�¸
Ui ¦�ê�ë�ì Sj ¹�º ö��'¤�¥��y���Dø�ù ��� SK = h(bidjP ||Ei), � c	d � á ¹

º ¥�¦ ý®þ	� ½ ¿ ñL×�Ø v�Û Fi = biP ,Hj = djP ,
� Ð ECDHP ¯&½ ��õ j	¿ ñ ,

c`d Á	�
Ï�Ð�� bidjP ,

j É 
���Â ¾ »'¼ ² .

(4) Ê p	q §©¨	r	s	t`ua�b	c`d�j É »	k ·�¸ à�á®â , ã ¹�º
Ë�� ½�h`i #�k�â�( ��ä]ñV������Ø {Ai, Bi, n,

h(·), b̃}. �Ní ,
c	d�j É ¥y¦ ý'þ�� ½ ¿¾Ì�ð ñD×�Ø {Ci, Fi, CIDi}. Í�Î�wüÉL² ! ��Ø�ÄÐÏ

�	Í É Ø� j É�Ñ�Ê p	q §©¨�r	s�t`u .

Ý Ø�Ä , ±�ô c`d�T · Ai »	<�" p	q §©¨	r	s	t`u ,
= � Ï�Ð b = b̃⊕ (h(ID∗i ||PW ∗

i )

mod n), RPW ∗

i = h(PW ∗

i ||b), A∗i = h((h(ID∗i ) ⊕ RPW ∗

i ) mod n), ¹Wº A∗i ����÷ Ð Ai

» ò�ó (ID∗i , PW ∗

i ) ñ � �
²

. ¬�@ 2.2 � ,
� Ð b"Ò í ¥.��Ó ñ	Ô à , Õ"ÖW÷CX��Ð× ñ

(ID∗i , PW ∗

i ) ­�Ø�Ù , Á	� ¹�º r	s	v�Û	��� ñ §©¨ .

Ã Ý Ø�Ä , ±�ô c	d�T · CIDi = (IDi||Ei)⊕ h(Dij) »
<y" p�q § ¨�r�s�t	u ,
= � Ï

Ð�� Dij = aixjP , Ú È�c`d »�Û'öWé Ð ¿�Ü ECDHP ¯&½ . �¤� , Ú Î Ø�X�Ý`��õ j " ñ .

�¤� , Í É Ø� j É�Ñ�Ê p	q §©¨�r	s�t`u .

(5) Ê ;	Þ t`uc�d � »���� ·�¸ Ui

É�ß ê�ë�ì Sj ñAà�á�â�ã {Ci, Fi, CIDi}, äæå�çéè â�ã É�ê�ß
Sj , ëéì&í�î Sj è�ï�ð . ñ"ò�ó�ô
õ�ö
÷�øéù�è
úAû�ü ai, dj, ý�þAÿ����*÷�ø���� SK ì��	 ð�
 Mi. �
� , ������������������� , ÷�ø���� . ������� , ���� �! Sj è#"%$ â�ã
{Hj, Lj} &�'�(�ë�)"è , �+*�ö â�ã#,�-�.�/�0�1�2�3�4 è	ú�û�ü ai 5 bi, ��ú�û�ü�6�7�8
÷
øLù:9�(��Aç , ; â�ã ����í�î=< 0�1�2 è¾ï�ð . �>; , ?�@���A�ëLìCB�D� #!�E�F .

(6) D�G�H�I�J�K�E�F
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����ëéìCn�o 1�2�p ê�q�r ��G�H�I Sj è+s�t�u ã , v . ����(�ô
õ Sj è>w�� xj xy ú�û�ü ai, ����ÿ���� Dij = aixjP , &�z�(�þ%{�|}� r �Lè�"#$�u ã {Hj , Lj}. �
; , ë
ìCB�D�G�H�I�J�K�E�F .

6.3 ~����%�
6�?��éù , ��������þ , ÿ�����?���8�����ä�?�@���A�������������è 5 8���A���)���

, � Jangirala ���Cè>��A [14], Kumari ���Cè>��A [19] , Irshad ���Cè>��A [20], Haq ���
è:��A [22], Andola ���"è:��A [23].

��� 3 ������þ#���*ëæì���� , ?�@���A�ëæì������}��è
��ó�������� , �� �¡���A x¢ x�£�¤ 6�¥���¦�����§�¨ . �:© , ��A [14, 19, 20, 22, 23] (�þ#��ª�«�¬
ï�ð , &�(�þ#B�D
G�H�I�J�K�E�F . ��A [14, 19, 22, 23] (�þ�­�® 1�2�¯�° � . ��A [19, 20, 22, 23] (�þ#B�D±�²´³¶µ�·�¸ E�F . ��A [14, 22] (�þ�B�D� �!�E�F . ��A [23] (�þ�­�® 0�¹ ����� . �+; ,

?�@���A�º�ó�»�¼�è>����� .

½
3 ¾>¿%À�Á�ÂÄÃÅÇÆ¶ÈCÉ ÊÌË

[14]
ÊÌË

[19]
ÊÌË

[20]
ÊÌË

[22]
ÊÌË

[23] Í¶Î ÊÌËÏCÐÒÑÌÓ Ô Ô Ô Ô Ô Õ
Ö¶×ÌØ¶Ù Õ Õ Õ Õ Õ Õ
ÚÇÛÝÜÒÞ È Ô Ô Õ Ô Ô Õ
ß
àNÅÇÆ¶È Õ Õ Õ Õ Ô Õ
áÌâÌã¶äÇå Ô Õ Õ Ô Õ Õ
áÌæ¶çÇèÌéÌê¶äÇå Ô Ô Ô Ô Ô Õ
áCëÇì#í]îÌïÌð¶äÇå Õ Ô Ô Ô Ô Õ

� 4, � 5 ñ�ò�ó�ô�õ>?�@���«�ö���A�6�ÿ���÷ 5�ø )Äù�ú#ûCè
�ü�
ý�þ . v .�1�2�5
G=H�I�ÿ���������� , � ³Ýµ »	��
��=(�÷���
 p�� , �	�Lò��	�üõ#s�t=��ï�ð����HèAÿ
����? . ��� q �+� 1�� è���� — Te: ��� ø �Lè�ù=ú��! �" ; Tm: #%$'& ²'(*) ø �Lè
ùÄú+�	 !" ; Ta: #,$-& ²-(+. ø �éè�ù�ú��	 	" ; Ts: ��/ . � / 0=�æè�ùÄú+�� 	" ; Th:1 ¹�2�3�4 üéè�ù=ú��! !" . *�õ65 .�7�8 ÿ=����? , ?�@!9 1 õ
@�: [27] ù�è#­ 	 ü!; :

Te ≈ 3.85 ms, Tm ≈ 2.226 ms, Ta ≈ 0.0288 ms, Ts ≈ 0.0046 ms, Th ≈ 0.0023 ms. «�� .�<
¦ ø � , = x�ø � 5+>�?�ø ��ëLìA@�B�(	ÿ [25].

½
4 C�D6E+ÂÄÃÚÇÛ æ¶çÇè FHG

ÊÌË
[14] 11Th 9Th 20ThÊÌË
[19] 3Te + 6Th 4Te + 3Th 7Te + 9ThÊÌË
[20] 5Tm + Ta + Ts + 9Th 5Tm + Ta + Ts + 6Th 10Tm + 2Ta + 2Ts + 15ThÊÌË
[22] 5Tm + Ta + 7Th 5Tm + 2Ta + 4Th 10Tm + 3Ta + 11ThÊÌË
[23] 9Th 8Th 17Th

Í¶Î ÊÌË 4Tm + 8Th 6Tm + Ta + 5Th 10Tm + Ta + 13Th

½
5 IKJ*L�M¶ÂÄÃÊÌË

[14]
ÊÌË

[19]
ÊÌË

[20]
ÊÌË

[22]
ÊÌË

[23] Í¶Î ÊÌËNPORQTS
(ms) 0.046 26.9707 22.3613 22.3717 0.0391 22.3187
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��� 4 ëæì���� , ?�@���A 5 ��A [20, 22] Y 1 #Z$�& ²�(K) ø � , ��A [19] Y 1 �	�
ø � , ��A [14, 23] Y 1�2K3�ø � . � 5 [�ô , \ .�2K3 è>��A ( � [14, 23]) º�ó�»�]Lè�ÿ��
��? . 6� �¡+\ .�^ ����_Cè:��ACù ( � [19, 20, 22]), ?�@���A"è¾ÿ�����?+`�] .

7 acb
?�@�ñ�d}õ Andola ��� [23] ����è¾ï�ð�e�f , g�hÄ��ö*e�fÐè
���+i!j : ����B�D ±�²³¶µ�·�¸ E�F , G�H�I�J�K�E�F , §'k 1�2=¯�° �æì � 0�¹ ����� . ?�@!l 1 #Z$�& ²�±�m

��ü�nTo 5 ÿ���� Diffie p Hellman nTo , ���
�#8	q+����A , r#G}õ:û�s�§=¨ . í�î�����ñ
d , ?�@���A����+t�u�������� , v
ó�»*wCè>������þ ,  
ÿ���x�y�&���zAu	{Ðè|e!f�ó����}

, » .+~ 1�. ¢ G�H�I+�+� .
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Abstract: In this paper, we study the authentication and key agreement protocol for

multi-server environment. Through the analysis of the scheme of Andola et al, an improved

authentication and key agreement protocol is proposed by using the elliptic curve cryptography

and random number. Besides, the security of the improved scheme is proved by BAN logic and

the informal security analysis. Experimental results show that the proposed protocol has better

security and practicability.
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